Digital Media Model Policy
This model program is intended for general information purposes only.  It should not be construed as legal advice or opinion regarding any specific or factual situation.  Always follow your organization’s policies and procedures as presented by your manager or supervisor.  
This policy uses ‘department’ when referring to the agency.  If your agency is a fire district, fire company, or first aid squad, use the REPLACE function to make the necessary changes.

The policy contains sections for:
· Fire or EMS station recording devices, both interior and exterior
· Digital personnel entry systems
· Radio transmissions over multiple bands and frequencies and by various agencies
· In-vehicle cameras, both forward-facing dash cameras and in-cab directed cameras
· Vehicle & portable personnel GPS locator systems
· Department-issued cameras; portable digital, body-worn, and drone-mounted
· Personally owned cameras; authorized use and unauthorized use
Departments should only use the sections that pertain to the digital recording systems or equipment they employ.  Delete unused sections.  The capabilities of the systems and equipment vary greatly.  Significant editing will be needed to reflect the capabilities, functions, storage, and needs of the department.  Departments are urged to consult with their attorney, as there are many legal implications and contractual employment concerns associated with the capture, storage, departmental use, release, and ultimate destruction of digital records.

Purpose:
Insert name of agency establishes this policy to manage electronic images, audio recordings, and other digital data collected by the department and department personnel in accordance with state and federal law in such a way that the privacy and confidentiality rights of department personnel, patients, victims & patients, and the public are preserved; that evidentiary concerns related to such images are protected; that our obligation to comply with the state’s public records laws are met; and that the professional image of the department is maintained.
The proper functioning of any fire and emergency service organization depends on the public’s confidence and trust in individual firefighters, officers, and the department to carry out our mission.  The recording of images, audio, and global positioning (GPS) data is used to improve our core mission of safety for our personnel and the public, effective fire and rescue operations, and fire investigations.
Responsibilities:
Insert department CEO or their designee shall:
· Review this policy periodically, annually is recommended,  after significant emergency incidents, after firefighter/EMT complaints or union grievances, regulatory or court-ordered changes, or other events that challenge the policy.
· Authorize the posting of digital media on department social media sites
· Review Open Public Record Act (OPRA) requests for digital media
· Review requests from department instructors or other officials for the release of digital records for official use, such as training, quality control, or operational improvement.
· Consult with department attorney when a subpoena or court order is received for digital records
· Consult with IT for adequate storage, security, transfer, and destruction of digital records.
· Destroy digital records in accordance with the New Jersey Public Records Act, this policy, and legal opinion from the department’s attorney.
Department Instructors shall make requests for digital records in writing to insert department CEO, and only for use in training or crew development.  Digital records shall not be used to point fault or blame at individual members.  Training and crew development shall be at the department level. Members who are shown or heard in the digital records shall be notified before their images or voice is shown as a training element and given a chance to question or object in writing to insert department CEO within 24 hours.  Their objection will be considered by the insert department CEO, whether the learning value overrides the concerns of the member.
Crew leaders, shift officers, apparatus operators, and incident commanders shall ensure that digital recording devices under their control are activated, downloaded, and stored in accordance with this policy.  
All responders shall:
· Be knowledgeable and adhere to the contents of this policy
· Use digital recording devices with good judgment and sensitivity to the community, patients, and fellow department members.
· Not violate the trust of fellow team members by secretly recording them or their activities without the permission of insert department CEO or a legal order.
References:
NJ Rev. Stat 2A:58D-2 (2024)  ‘Cathy’s Law’
P.L. 2001, c. 404 ‘Open Public Records Act’
N.J.S.A. 2A:156A-1 et seq.  NJ Wiretapping & Electronic Contract Act
Definitions: 
Employee: All career, volunteer, full-time, part-time, per-diem, uniformed, civilian, and administrative staff members.
On-duty: includes any time immediately before, during, or immediately after a department function, including but not limited to duty shifts, training, special events, and celebrations.  
Policies & Procedures:
Station Audio-Visual & Key Fob Recording Equipment
[bookmark: _Hlk219716920]Good business practices recognize the benefits of recording devices in and around a place of business.  The department wishes to avail itself of these benefits, while being cognizant of the potential for abuse or misuse.  
Reasonable effort is made to safeguard the privacy of members and the public.  The following locations are provided with department-issued recording equipment. 
	Exterior of station
	List location(s) or area of recording of CCTV cameras
	List type of digital data: Audio, Visual, Audio & Visual, or Data

	Interior of station
	List location(s) or area of recording  of CCTV cameras
	

	Key Fobs
	List who has fobs
	



A sign informing the public that video cameras are in use will be posted at the entrance insert locations or stations. Similar signs may be placed in other locations at the discretion of insert who. 
Video and or audio recordings are real-time and saved digitally to the camera server’s hard drive. The storage system retains images for at least 14 but no longer than 21 days (adjust numbers to your system’s capabilities). They are then automatically deleted.  
Key fobs are issued to authorized firefighters, department officials and administrative staff.  Entry and exit times of individuals are stored insert for how long.
Recordings of station cameras and key fob data shall only be accessed, viewed, or downloaded and stored for legitimate business or loss control purposes, or in response to proper OPRA requests, subpoena, or court order.  Requests for recordings or other digital data shall be directed, in writing, to insert who and contact information.  All requests shall include the legitimate business or loss control reason for the request.
Radio Transmission Recording
The table below identifies the department's dispatch and operational radio channels, whether they are recorded, and by which agency.
	Channel name
	Frequency/Band
	Recorded/Not recorded
	Responsible Agency

	Dispatch
	
	
	

	Operations 1
	
	
	

	Fireground 
	
	
	

	Tactical 1
	
	
	

	
	
	
	



If the fire or EMS department is responsible for the recording and storage of radio transmissions, describe here how long recordings will be routinely stored and under what conditions recordings will be stored longer, and how they can be accessed for legitimate legal, OPRA, and other reasons.
If the fire or EMS department is not responsible for the recording and storage of radio transmissions, describe here how the fire or EMS agency will interact with the responsible agency (police, county, etc.) when the need arises to access recordings.
Apparatus Dash Cameras 
The following persons, apparatus, and locations are provided with department-issued recording equipment. 
	Apparatus #1
	Describe the recording equipment; GPS, dash cameras, FF location, etc.

	Apparatus #2
	Describe the recording equipment; GPS, dash cameras, FF location, etc.

	Apparatus #3
	Describe the recording equipment; GPS, dash cameras, FF location, etc.

	Apparatus #4
	Describe the recording equipment; GPS, dash cameras, FF location, etc.



Describe how dash cameras and GPS are activated.  Ex, with ignition, with lights & sirens
The taking of imagery shall not interfere with, nor delay, operational activities. 
Imagery taken and data collected while responding to, operating at, and returning from incident scenes shall be for incident documentation, evidentiary, training, investigation, and/or public relations purposes only, and shall be subject to any limitations or restrictions imposed by Federal or State regulations.  the incident commander. 
Apparatus recordings may only be accessed, viewed, or downloaded and stored for legitimate business or loss control purposes, such as apparatus crashes or a complaint from a citizen, in response to proper OPRA requests, or properly executed subpoenas or court orders.  Requests for recordings or other digital data shall be directed, in writing, to insert who and contact information.  OPRA requests shall include a legitimate business or loss control reason for the request.
Apparatus & Firefighter/EMT GPS Locator Systems
To increase the safety and efficiency of fire and EMS personnel, the department utilizes the following GPS locator systems:
	
	System Manufacturer
	System Model

	Engine ###
	
	

	SCBA integrated
	
	

	Portable Duty crew
	
	



Use of a digital Personnel Accountability System will provide enhanced personnel safety for the individual firefighter, and will provide the incident command organization staff an improved means to track and account for all personnel and their whereabouts within any area that requires an SCBA, charged hose line, and special protective clothing or in which a firefighter is at risk of becoming lost, trapped, or injured by the environment or structure. This would include entering a structure reported to be on fire, operating in close proximity to the structure during exterior operations, brush/forest fire, confined space or trench rescue, etc.
The digital Personnel Accountability System will be used at the direction of the Incident Command and in addition to the department’s Two-Tag Accountability System.  Accountability involves a personal commitment to work within the digital and accountability tag systems at an incident. It will be the responsibility of individual firefighters and other personnel at the incident to keep their supervisors informed of their activities and whereabouts.
When the Digital Personnel Accountability System is deployed, the IC will connect the portable receiver to the command vehicle laptop and record locations of firefighters and resources captured by the portable digital locators.  
The data captured by the Digital Personnel Accountability System shall be reviewed when completed incident reports.  
Data from significant incidents shall be downloaded and stored for insert length of time – 2 years is minimum recommended.  This period shall be extended if legal claims are pending until the department attorney advises that they can be destroyed.  
Data from the Digital Personnel Accountability System may only be released for 
· Department quality improvement or training when authorized by the insert the department’s CEO.  
· Legitimate OPRA requests
· Proper subpoenas and court orders from law enforcement or court agencies
· As recommended by the department’s attorney
Department-Issued Digital Cameras, Body-& Gear-Worn Cameras & Drone Cameras
Insert name of agency provides the cameras and other recording devices to specified department representatives as tools to continually improve its operations, document fire cause & origin investigations, and promote the goodwill of the department.  
This policy does not cover thermal imaging cameras used during emergency operation or training.  See policy insert TIC policy name or reference number.
The following people are provided with department-issued recording equipment. 
	Fire Officers
	List officers
	List recording equipment

	Fire Marshal
	List marshal(s)
	List recording equipment

	Firefighters
	List firefighters provided with
	Helmet cameras, cameras, etc.

	Drone Operators
	
	Drone, Unmanned Aerial 

	EMTs
	List EMTs provided with
	Body-worn cameras



No member shall install a recording device on their turnout gear, helmet, uniform or person without the written permission of insert who.
Digital data, including audio, video, and still photographs taken with department-issued equipment, is the immediate property of the department.  Department-issued recording devices should only be used for department activities. 
Digital cameras are used to document department operations, training evolutions, post-accident or injury investigations, cause & origin documentation, and public events.
Recording devices worn on gear, helmets, or body should be activated insert when the agency wishes devices to turned on.  One good practice is to require the camera to be activated whenever the firefighter or EMT interacts with the public. An alternative is to activiate the camera when interacting with the public only on emergency scenes.  When in doubt, it is recommended that the camera be turned on unless there is an articulable and highly sensitive reason not to turn the camera on.  
Due to the possibility of extremely sensitive images from body-worn cameras, extreme care must be taken when downloading, storing, and retrieving visual and audio recordings.  
Images from the Department-issued cameras may only be released for 
· Department quality improvement or training when authorized by the insert department’s CEO.  
· Legitimate OPRA requests
· Proper subpoenas and court orders from law enforcement or court agencies
· As recommended by the department’s attorney
Personal On-Duty Audio / Visual Recording
Whenever possible, only department-issued cameras and other recording devices should be used at emergency incidents, training events, fire investigations, and special events such as open houses. 
When using recording devices to take notes at department meetings, the device shall be openly placed on the table, and an announcement shall be made at the start of the meeting that the meeting is being recorded.
Personal recording equipment, such as cell phones, should not be used on fire or emergency scenes or training event without the expressed permission of the Incident Commander (IC) and only for the expressed purpose described by the IC.  All recordings taken on emergency scenes or training event are the property of the department.  Recordings shall be downloaded to department storage devices upon return to the station and deleted from the personal device and personal cloud storage services.
On-duty personnel may not use a non-department-owned camera, video recorder, or digital imaging device without the express permission of the fire chief or senior officer present on the emergency scene or training event.  Any permission granted by a department officer shall specify any conditions or limitations on the recording of the employee.  A basic condition of any employee using a non-department owned camera, video recorder, or digital imaging device while on-duty is that the insert department CEO or their designee may require the employee to produce copies of any and all images including any associated audio recordings taken while on-duty. In addition, the member must comply with all other aspects of this policy as if the image was taken with a department-owned device.
Images taken from personal recording devices at public events or from public locations are to be used responsibly so as not to violate the privacy and confidentiality rights of department personnel, patients, victims & patients, and the public are preserved; that evidentiary concerns related to such images are protected; that our obligation to comply with the state’s public records laws are met; and that the professional image of the department is maintained.
Secret Recording of Fire Personnel or Operations
While on duty or while representing the Department in any activity, no member of the department may secretly, and without the knowledge and consent of all persons being recorded, use any camera, camera phone, video recording device, audio recording device, or clandestine electronic sound enhancing  (eavesdropping) device to overhear, capture, record, or transmit live to another location, the image or voice of another member or person. While the department acknowledges that New Jersey is a single-party state for audio or visual recording, the department considers secretive recording of members not as a legal matter, but as a violation of team trust.  Emergency operations require a high level of trust among responders.  The department will address the secretive recording of members as a conscious decision to erode emergency operation efficiency, and the person and act will be adjudicated on that basis.
Furthermore, personnel are expressly prohibited from taking any images of another person in any location where a person has a reasonable expectation of privacy, including a bathroom, bedroom, locker room, changing area, or any other location where a reasonable person would believe that they could disrobe in privacy, without being concerned that their undressing was being photographed, filmed, or videotaped by another; or a place where one would reasonably expect to be safe from hostile intrusion or surveillance. 
Nothing within this policy shall be construed to prevent the use of cameras, camera phones, video recording devices, and audio recording devices by a law enforcement agency or this department, during the lawful collection of evidence during a criminal or administrative investigation, nor does it prohibit the Department from maintaining such electronic surveillance devices on department property and/or in fire department vehicles, as the insert department CEO deems necessary to ensure the safety, security, and welfare of all personnel. 
Violations of this Section are considered to be extraordinary breaches of other people’s legitimate expectations of privacy and may subject an offender to termination without the necessity for progressive discipline. In some instances, they may also constitute a criminal offense.
Posting Digital Data on Social Media
Digital data collected on department-owned recording devices is the property of the department and may not be downloaded to personal devices or posted on department or personal social media platforms without the express permission of the insert department CEO.
Digital data collected on personal recording devices with permission from a department officer on emergency scenes, training evolutions, or capturing other department functions or personnel shall be downloaded to department storage devices and deleted from the personal recording device.  Data or images shall not be posted on department or personal social media platforms without the express permission of the insert department CEO.
Digital data collected on personal recording devices at public events, such as fundraising, or from public locations should only be posted on social media responsibly so as not to violate the privacy and confidentiality rights of department personnel, patients, victims & patients, and the public are preserved; that evidentiary concerns related to such images are protected; that our obligation to comply with the state’s public records laws are met; and that the professional image of the department is maintained.
For more information on the department’s social media policies and procedures, see the insert title or number of the department's social media program.
[bookmark: _Hlk206657349]Digital Data Record Requests
Digital data may be considered a public record and could be subject to Open Public Records Act (OPRA) requests.  This includes data collected from department-owned devices and possibly from personal devices if they were used for department business.  
For more information on the department’s OPRA policies and procedures, see the insert title or number of the department's OPRA program.

